ZJPIN

Integrated Payment Solutions

Mobile and Portal Business Application’s
Product White Paper

February 02, 2015

PIN PAYMENT SOULTIONS Inc.
www.pinpaymentsolutions.com
36 King Street East,

Suite # 400, Toronto, Ontario
M5C 3B2

EMAIL: info@pinpsol.com

Tel: (416) 486-3555 Ex 102

PIN Mobile and Portal Business Application’s. January 19, 2015 PIN Payment Solutions Inc. ©


http://www.pinpaymentsolutions.com/

Copyright Notice:

The following document is the property of PIN Payment Solutions Inc. and cannot be copied in whole or in part

without the permission of PIN Payment Solutions Inc.

All Rights Reserved PIN Payment Solutions Inc. 2013 - 2015 ©

PIN PAYMENT SOULTIONS Inc.
www.pinpaymentsolutions.com
36 King Street East,

Suite # 400, Toronto, Ontario
M5C 3B2

EMAIL: info@pinpsol.com
Tel: (416) 486-3555 Ex 102

Fax: (416) 766-4649

lan McNeill

President & CEO
lan.mcneill@pinpsol.com
Tel: (416) 486-3555 Ex 102
Mobile: (647) 987-4710

Gordon Travis

CFO
Gord.travis@pinpsol.com
Mobile: (403) 809-9181

PIN Mobile and Portal Business Application’s. PIN Payment Solutions Inc. ©

Page 2 of 30


http://www.pinpaymentsolutions.com/

Table of Contents

1) Merchant Business Portal and MPOS; an Integrated Business SOIULION ..........coocviieeiiieeecciee e 5
1.1)  Smartphone Mobile Point Of Sale (MPOS) Application OVEIVIEW .........cceccveeeeiiiieeeiieeecreeeesiee e eeaee e 6
1.1.1) BUSINESS SNAPSNOT ...ttt ettt ettt be e st e bt e s bt e e sbeeebe e e sbn e s be e e nneeenee s 8
0 T Uy o] 41T PRSP 8
1.1.2) (0 TV ol [ - 1Y OO PPN 9
1.1.3) Detailed Invoice With Products @nd SEIVICES .....ccccuiiiiiiiiiieiiee ettt e sre e e s e s aaee s sareee s 9
Create and Manage QUOTES ... ..eiiutiiiieiieeeite ettt et et e s bt e sttt e sat e e st e e sab e e sabe e sabeesaeeesabeesabeesabeaenteesabeennneesaneennneesas 9
1.1.4) (0fo] 4] o] (=1 0=To BN I - 10 LY=ot o o LY SRS UPPRPNE 9
1.1.5) EXPEBINSES «.neeeeeteeite ettt sttt sttt sttt st e et st e e bt e skt e e b e sk e e e bt e sa bt e e bt e s be e e bt e e beeebee s beeereeeares 10
1.2) Management of Merchants, Business Channel & Independent Sales Organisations ISO’S.........c.cccvceeueeee. 11
2) PIN Management POrtals FEAUIES.......ceiciiieiiciiee e ciiee e ettt e ettt e e sttt e e e stte e e eeatteeesbbeaessataeesanssaeesasseeeeassaeseasaseessseeenn 12
2.1) PINCore Admin Portal (PIN and/or License OPerations) ......c..cceecueiveeieeiieesieeireereeeeereesreesreesresenesnesneesreesseenns 12
2.1.1) Management of Portal Admin users with profiles provides limits 0n access........ccoceereeveriieriieneeneenienn 12
2.1.2) Terminal ManaBEMENT ......cccuieeiiiiee ettt e ettt e e st e e eeette e e eetteeeestbaeeeesaeeessseeaastseesasseeesssesesastasesanssaeessseaann 13
2.1.3) PINCore System Administration Management Portal — Sit€ Map ......ccoceeveeviinienieneeneee e e 14
2.2) Merchant AdminiStration POItal........ccciiiiieeiiieiiiecieeciee ettt e st e e e st eete e st e e s veeeteeenseesabaeeseeesaeenseeenses 15
D3 20 0 I e [ 411 o VT Vot oo - USSR PRRUUURR 15

W A o Yo [ [t €] =] Lo - TSRS 16

B e ) =1 1Yo ] (ol SRR 17
W ) I 0o\ - Yot £ SRS 18
2.2.5) EXPENSE MANAZEMENT ....eeuieeeiiieitieeetteeiteeetteesteessteessaeesseeessseassseesssaessseessseessseessseessseessseessseesssesnsaeesssesssees 19
2.2.6) BUSINESS DASNDOGAIU......uviiiiiieee ettt eete e et e et e e eeaae e e eeaaeeeeeateeeeeaeeeeenaeeeeeanteeeeenseeesenseeeenn 20
2.2.7) IMPOIt & EXPOIt DAta c..uvviiiiiiiieeciiie ettt ettt ettt e e e tte e e eette e e e s ttaeeeebteeestbeaaaastaeeeaassasessseseeastaeeeanssneesssnaenn 20
DAY I Y=Y o Yo o £ SRS 21
2.2.9) Site Map Merchant Management SYSTEM ......cuicciiiiieecie e et st et sre e tte e sae e srae e saaeeeaae e s saeessaeesaaeenneeas 22
2.3) CUSTOMIEE POITAl...ciiiiiiieeectie ettt ettt e e et e e e et e e e et e e e eeabaeeeebbeeaeasbeeeeaasaeaeessaaeeasbaseeanssasesssaaeeataeaeanes 23
3) Server, Web Services Payment Application Framework OVEIVIEW ...........coccuiiiiiiieeeciiee ettt e 24
3.1) Payment Application FramEWOIK ......cccccviiiiiiiee ettt e et e e s eree e et e e s sare e e snaeeeesntaeessnnaneesnneeenn 24
3.2) Semi-Integrated Solution vs Integrated SOIUTION ........c..eiiiiiiieiiiiie et et are e e e avee s 24
3.3) Server and AppliCation FramMEWOTK ..........ei ittt e et e et e e e e ett e e e e abe e e eeaateeeeareeaan 25
3.4) COMPONENT DESCIIPTIONS . .veiiiitieeeiiieeeectt e e ettt e et e e ettt e e setteeeessteeeeesteeesnseeeasssseesassesesseeeeanssaeesansnnsesnssneenn 26

PIN Mobile and Portal Business Application’s. PIN Payment Solutions Inc. © Page 3 of 30



3.5) INFrastruCTUIrE MOGEI ....couviieieeii ettt e e stt e e st e e tae e s sae e saeesabeenseeessseensaeessseeseeas 27

I o) =] o= o TP RS 28
Y IS oY (@] oT=T = o o L3RS 29
B) LICENSING OPTIONS. .cutteiteiuteitterteete et ete et st e sheesbeesteeateeaeeshtesbe e beeabeeabesaeesaeesheebe e bt eabeeabeshe e bt ebeenbeeabesabesatesaeesaeenseenes 30
6.1) SOFtWAre LICENSE PUICRASE ..cc..eeiiie ettt e e ee e e st te e e et e e e seataeeesasbeeeestaeesasssaeesnsaeeeanstseenanes 30
6.2) Software License PUrchase + Managed SEIVICE........uiiiuiieieiiieeiiiee e ctee e este e e eere e e sre e e esata e e sensreeessaeeeesstneesnnns 30

PIN Mobile and Portal Business Application’s. PIN Payment Solutions Inc. © Page 4 of 30



1) Merchant Business Portal and MPQOS; an Integrated Business Solution

nveice Details

PIN provides mobility and Web “elnvoice, eTicketing, expense management and payment systems (Mobile POS) and

Closed Loop NFC Payments with ePurse” to our partners to automate business and deepen customer relationships

for SME’s that are rapid responsive and adaptive to a competitive business markets.

MPQOS (Mobile Point Of Sale) for Interac, Visa, MasterCard supporting Android and 10S
mCommerce and eCommerce

Tokenization of Credit Card for Mobile Wallet and reoccurring payments

eTicketing and Transit Systems (Business Requirements in a separate document)
Popular accounting solutions such as Quick books is data synchronized in real time
PIN offers custom business solutions and white label offerings

A high level description with detailed features is outlined in subsequent sections.

PIN eCosystem Portals for B2B, B2C, C2B, facilitating eBusiness Solutions that manage customers, quotes,
invoices, eTickets using NFC epurse’s, expenses management, documents, contracts, eSign artifacts and
business process.

eBusiness solutions to business and consumers through robust cloud services.

EMV Chip & PIN Payment Processing with card present and eCommerce. Certified for Visa, MasterCard,
Interac transactions.

Flexible white label licensing and/or Saa$ for customers.

PIN operates, scalable, PCl hosted services as SaaS for SME and partners.

Loyalty consumer applications delivering early 2015

Update and Manage product and service catalogues with categories, price codes, product images, multi-
warehouse, tax groups etc.
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e Create and Manage customer, invoice’s that can be paid by multiple methods; cash, cheque, credit and

new forms of payment

e  Reports for transaction history real-time updates with method of payment

1.1) Smartphone Mobile Point Of Sale (MPOS) Application Overview

PIN MPOS is a customized interface that can easily be updated for new secure EMV payment terminals

(Ingenico, PAX, and others) supporting Chip & PIN, contactless, and magnetic stripe cards.

¥ 4 =545

= 9PN

@ First Street Varlety Store m

e

| New Order

Rilie

Quick Pay: Enter a transaction amount for approval and customer
with all payment types that are supported:

o Debit, Credit “Visa, MasterCard”, Cash and Cheque
o Complete a refund for credit and debit transactions

Invoice and Quotes: Creates a Quote and or invoice for specific
customers with products and invoices synchronized with the product
catalog one off products and for services with current pricing. Orders
are saved and sent to customers with an email link to Customer
Portal for review and approval.

o Invoices can be paid with supported payment terminals, cash,
or cheque. New forms of payments to be supported in future releases
o Notification of Orders and payments are sent to customers

via email or SMS and can be reviewed at any time via the Customer
Portal or directly with the eReceipts module of consumers’
smartphone application

o Transactions: Lists all transaction types with details from the
original invoice.

o Receipts can be viewed and reprinted

o Purchase corrections for Credit and Debit transactions are
provided

o Your Customers: Create and manage customers with

customer name and full address that is GEO Coded for our map
location application. Customer information is stored in PIN Cloud

= server synchronized to mobile devices and always available online
o Email or phone a customer directly from customer profile
o Map location of customer with current location and route with distance from current location
o Setup or update merchant profile with information, such as company logo to be shown on customer

invoices, and manage individual merchant locations via the Merchant Profile button at the top of the

screen.

Supported Mobile Platforms

PIN Mobile and Portal Business Application’s.
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Inventory List and Selection

Easily create New Orders by browsing the
Inventory or using the Search function to find
a specific item

v . - 1545
= New Order ¢
© saffad Khan

| PRODUCTS SERVICES REVIEW ORDER

Invoice Detail with Selected Items
Review Invoices and save as a Quote or send for

Payment to portable Bluetooth connected payment
terminal.

Finish Order

© saffad Khan ] ®
Order Summary
Q. Wooden Six Pack Beer Tote $200.00

a (L;zg:‘t.’\;v:flms Gaming Headset $40.50
Subtotal $240.50
Taxes $27.50
Notes

Terms and Conditions

Buyers keepers! No refunda available as
persuant to the T&C agreed upon by...

Q SAVE QUOTE e PAY NOW
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1.1.1) Business Snapshot

Simplified version of Business Dashboard available on the Management Portal. Features include:

° Daily average of Quotes, Invoices, and Expenses
-]
o — . Days Quotes, Invoices, and Expenses
. Totals for Day
= o Graph view of Totals
Decembser 2074
[ ] L] [ ]
345 4s000 [
15000 [EEN
r
—
1.1.2) Customers
C e Create and Manage customers

e View Customer list

o Filter and find customers

e Phone or email a customer

e Find a customer on the Map Application

e Create a quote and or invoice for a customer

Aecio Meves
Marilia Miragaia
Daniel Hunt

Lalai Luna

Bobby Foley
Eugene Sakhnenko

Danilo Romera

4

—
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1.1.2) Quick Pay
e Fast and simple to enter an amount and select the method of Payment
e Select whether the transaction is a Customer or one-time Cash sale
e Support for Customer External Invoice Numbering
e Send Receipt can be sent via SMS or email Yes/No
e  Support for TIP Yes/No

1.1.3) Detailed Invoice with Products and Services

. . Enter Multiple Service Types with Hourly Rates
. Services as supporting multiple hourly rate’s
. Select Products from Product Catalogue with quantity

Create and Manage Quotes

SERVICES

T o Same features as with Complex Invoices
. Quotes are sent to customer for approval or decline with comments

. Add an Expiry Date for a Quote

o A"

5y f N

s256.53  Taitem:
4 =

1.1.4) Completed Transactions

. . Reports for completed transactions for the current date or selected date range
. Completed Returns and Purchase Refunds

. Support for duplicate receipts (Reprint and Resend)

. Print Receipts via Google Print and external Bluetooth printers

ALL COMPLETE PENDING FAILED
Sean Moffit 5345.00
1040720 FOO0SBET pending
Blake Bell 598.00
000 1207 RE
Tara MeDonald $1004.00

Felled
Dylan Ramanova §147.00
relndeed
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1.1.5) Expenses

Simplified Expense details similar to that in the Management Portal. Features include:

e Total of all Expenses

o
o — e Totals by Category
e Totals for Week/Month/Year/All-time
= Expenses e Searchable by Keyword/CIient/SuppIier
Total Expenses
$21,354.00 &
© o ©
ing £
Wages 4 Travel 2
[ ] [
'
—
PIN Mobile and Portal Business Application’s. PIN Payment Solutions Inc. © Page 10 of 30



1.2) Management of Merchants, Business Channel & Independent Sales Organisations I1SO’s

Our Multi-tier layer web portals allows for all levels of partners to manage multiple Merchant Business
channels: we adapt to specific business requirements to provide a streamlined experience for the small,
medium, or enterprise business.

PINCORE (Administration)
Management System for all Channels, Business/
Merchants, registration for businesses/merchants.
Managed by PIN or licensee

Manage Multiple Business Channel’s
|

Business Channel Management Channel 1 |
Support for Channel Management and support management of businesses/
Channel 2 |
merchants.
All businesses/merchants are registered to a channel ch 3 |
(Stub Completed work to be completed in Coopmoi SOW) anne

¢7Many Merchants Supported and Managed from portal
\J ;

Business Merchant Portal Business Merchant Portal Business Merchant Portal
(branded to channel) (branded to channel) (branded to channel)
Business/Merchant System. Reports, Business/Merchant System. Reports, Business/Merchant System. Reports,
manage user and merchant locations manage user and merchant locations manage user and merchant locations

. |

Multiple Clients with invoices and receipts delivered with registered mobile and email

Customer Portal Customer Portal Customer Portal
Business/Merchant invoices, Business/Merchant invoices, Business/Merchant invoices,
contracts and receipts. contracts and receipts. contracts and receipts.
Customer identity Customer identity Customer identity
management, ecommerce management, ecommerce management, ecommerce
credentials in future release credentials in future release credentials in future release

PINCore Portal

Operator

Partner Portal Merchant Portal Payment 7 K . Customer Portal
Gateway g

Partner Merchant } Customer
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2) PIN Management Portals Features

2.1) PINCore Admin Portal (PIN and/or License Operations)

2.1.1) Management of Portal Admin users with profiles provides limits on access
e Create and Manage Merchant Profile and Reset passwords for merchants’ users

e Bulk Import Merchant Profiles
e View Merchant Transaction reports for Debit and Credit with filters by Merchant, Date, Terminal ID and

Transaction Types such as Cash, DR/CR Card, and Cheque

Manage Merchants

Al Merchants Unappeoved Meschants
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2.1.2) Terminal Management

e  Bulk import of exiting terminal data can done via configuration file management
e The PIN Admin Portal identifies a terminal through a unique Terminal ID
e Different statuses can be assigned to a terminal and status level can change depending on the
situation of the terminal
o Unassigned
o Assigned
o Lost and Returned
e Alost or stolen terminal is subject to deactivation status; any subsequent use raises an
alarm/incident with transactions refused
e The solution includes logging for state changes
e The PIN Merchant Management System supports creation of new terminal status
e Terminal information such as terminal model, address etc.is also entered.
e Terminal can be managed by merchant location
e Terminal location reports are generated in excel or PDF for Unassigned, Assigned, Terminal Auto
Assign, Lost, Returned
e At the first utilization of a terminal, the PIN Merchant Management System can assign the terminal
uniquely to its merchant (through association of the terminal identifier to the merchant identifier) In
the same process, the terminal is considered activated
e The PIN Merchant Management System validates that terminals are at all times uniquely associated
to the merchant. In the case of the same terminal id being used by a different merchant, the
transaction is not processed and a flag is raised. (Example, when a terminal is stolen and trying to be
utilized by someone else)
e The PIN Merchant Management System performs terminal authentication before processing a
transaction

PIN Mobile and Portal Business Application’s. PIN Payment Solutions Inc. © Page 13 of 30



e  PIN Merchant Management System “Portals” only accept transactions from valid, activated and
authenticated terminals

e The Sales Application supports transactions with signature (CVM). The signatures will be digitized
and stored on the PIN Merchant Management System “Portals” for later referencing

e The PIN Merchant Management System “Portals” can log and store transactions for a period of a
minimum 5 years.

2.1.3) PINCore System Administration Management Portal — Site Map
Intuitive and easy-to-use User Interface helps Administrators quickly and effectively manage Setups

Add New

Add New &

Profiles & Users 2
Assign

Add New &
Assign

Add New &
Approve

Add New &
Approve Legend

Add Upload Login
Document Data <

Module

Administratiion

o
e
S

o

Z

a.

Data Entry

Action

Activate/
Suspend

Download
Report

Download

Reports

A e PINCore Site Map
V2.0

Add
Terminal
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2.2) Merchant Administration Portal

Merchant Profile

COMPANY INFORMATION PRIMARY CONTACT

Company Name: Contact Full Name

Business Category: Position
Financial Services
Business Sub-Category:
eCommerce
Company Type: Company Loge:
Corporation
Time Zone:

Country
GST (ETMa3)

Merchant's website

MAILING ADDRESS

Same as Primary Contact address

2.2.1) Admin Functions

Provides for Merchant S=self-registration
Creates multiple “Clerks” for a current merchant profile
o Merchants can Add, Delete, Rename or Change status of Clerks
o By default, a Clerk can use any Terminal owned by the merchant, however, a merchant can
restrict clerks to a specific terminal. When restricted, Clerks can only use the assigned
terminal
o Management of Clerks and Terminals is user-friendly for the Merchant
Web Interface is available in both English and French and other languages can easily be added
Interface is accessible from most popular Web browsers on PCs, tablets, and mobile phones
PIN provides for management of Merchant Locations and up to two levels via regions and sub-
regions fields which can be used to set custom classifications for corporate and franchise stores,
Other options exist
Management of Tax types for GST, HST and PST for each province is accessed from within the Admin
Portal
Alert management tools exist for system Notifications, Scheduling and Tasks
3rd Party accounting system integration is automated.
Receipts and emails can be sent in the customer's preferred language and taken directly from the
profile sent in the in the customer’s card
Merchants can regenerate or resend receipts to customers
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2.2.2) Product Catalogue

The Product Catalogue is a simplified Inventory Management system enabling a merchant or service
provider to keep track of inventory items and associated costs and supports the following:

e  Multiple Price Codes

e  Product costs and Cost of Goods Sold

e  Multiple inventory warehouse (based on merchant locations)
e Inventory counts and Backorders

e Purchase Orders to accept goods

SPIN

First Street Variety Store

Contact Us B English e Vision29

Catalogue

=] Contacts < Add New Product Upload Catalogue
Filter Catalogue

Products & Services Al &) Clear Filter

Quotes and Invoices

Transactions

Catalogue

Expenses

Settings

Need Help

Tips and tricks

antern

SOCIAL MEDIA

Products | Solutions | Contact Us | About Us M B in
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2.2.3) elnvoice

The Electronic Invoice (elnvoice) generation, management, and payment by Cash, Debit, or Credit is a fully
supported function with the following additional features:

e  Multi-Currency support

e The ability to add new Customers and Inventory items on the fly

e  When creating a Quote for review by a Customer the Quote when selected for Payment will
automatically transitions into an Invoice

e The solution offers Card Not Present (CNP) payments for eCommerce sales

e The option exists to create an Invoice for a specific Customer from a Contact list or for a one-time
cash sale customer

e Additional functions exist such as the ability to create a Recurring Payment and to notify the
Customer ahead of each billing occurrence.

Invoice Management

Only Invoices

Expenses

einvoice
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2.2.4) Contacts
The Contacts function allows for the creation of a Customer or Corporate Contact. The Contact List is
importable/exportable to Excel. Contacts may also be imported from a local Contact List or Address book
on the Tablet or Smart Phone.

Contact List

st

Individual Cusiomers Corporate Cusinmers
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2.2.5) Expense Management

The Expenses Management module provides a critical component to assist SME clients with managing their
business. Here, clients can add Suppliers and Expenses, and assign to a Category for easy tracking:

e Totals for the Week, Month, or Year

e Totals by Category

e AlList of all Expenses for a specified date range
e  Export Expense Listings to an Excel spreadsheet

ﬁ‘ PIN ContactUs =& English e Vision29
L wositiry g

Expenses e

Transactions

Date »: at y uppl ayment Method
Catalogue 01/21/2014  Rent BK Realty Inc CreditCard HST (13%) 21000008 © X
Expenses 01/21/2014  Office Supplies Kinkos CreditCard HST (13%) 21000008 © X
01/21/2014  Rent BK Realty Inc CreditCard HST (13%) 21000008 © X
01/21/2014  Office Supplies Kinkos CreditCard HST (13%) 21000008 ®© X
Settings @
01/21/2014  Rent BK Realty Inc CreditCard HST (13%) 21000008 ® X
Need Help 01/21/2014  Office Supplies Kinkos CreditCard HST (13%) 21000008 © X
2 01/21/2014  Rent BK Realty Inc CreditCard HST (13%) 21000008 ®© X
Tips and tricks
01/21/2014  Office Supplies Kinkos CreditCard HST (13%) 21000008 ®© X

SOCIAL MEDIA

Products | Solutions | Contact Us | About Us ¥ B in
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2.2.6) Business Dashboard
The Business Dashboard provides a handy snapshot of MTD/YTD Revenues and Expenses

e MTD Totals of Invoices, Quotes, and Expenses with +/- percentage compared to previous month

e YTD Totals of Invoices, Quotes, and Expenses with +/- percentage compared to previous year

e Total amount of Invoices, Quotes, and Expenses for previous month and previous year

e Daily, Weekly, Monthly, and Yearly averages of number of Invoices, Quotes, and Expenses and
dollar value of each category.

& PIN Contact Us == [English e Vision29
Zgff wosivity

First Street Variety Store

Business Dashboard

December 2014
Quotes and Invoices

1,300 Month to Day

Ton

Y /H 3542 Invoic 450000 (5D
Catalogue > i
1,000 - \ / 150,000 (@D
Expenses
5 320 Tran 300500 EE
s
Sett - S - \
s e - i e e \Q 320 Expense 300500
=== \

Need Help ‘ = / Last Month to Day
o 3542 Invoic 450,000
150,000
320 Tran ) 300,500

@ o @ o @ Tersactans
320 Expenses 300,500
4000 a000 3
1500 1500 (0D
3 Tran ’ 300 3 i s00 @D
3 Expenses 300 3 Expenses 300 D
35,000 Invoices 4,000,000 35,000 | 4,000,000 2D
1,000,500 1,000,500 (EED
3,000 Trar ) 300,000 3,000 Transa 300000 6D
3,000 Exper 300,000 3,000 Expenses 300000 @D
SOCIAL MEDIA

Products | Solutions | Contact Us | About Us ¢ Bin

2.2.7) Import & Export Data

To help facilitate the quick and easy exchange of critical data, PIN provides a template Excel format for the Import
and Export of Contacts, Catalogue of Products and Services, and Locations.
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2.2.8) Reports
PIN provides a comprehensive suite of reports compiled from data gathered across the system including:

e Merchant Transactions for Credit and Debit with filters by Date Range, Terminal ID and Location
e Merchant Transactions for Credit and Debit by Location for Merchants with multiple locations
o Detailed Merchant report for all payment types with receipts, invoice’s and additional details

All Transaction Reports

Detadied Report By Card By Terminal By Channel

Date

oEFALLT 8 X
pesAuLT or20rzona B X
pesauT or20rz0ns B X
8 X
X
8 X

ednvoice

Produc

Settings
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2.2.9) Site Map Merchant Management System

Same intuitive easy to use interface as the PINCore Management Portal

e S Download Add New
i
. Download Add New Add New Add New
Quotes & Invoices “
Invoices Quote customer Product
Transactions
Report
, _ Download Add New Create New
Catalogue Catalogue
bt Category
- Download New Create New Create New
Exienses Expenses’ Expenses Expense Category Supplier
New
Category
Merchant
Profile Legend
Upload
File Login
Add New Module
Location hiala i
m AR S
Location
Action
M M
SN Add New
debE
ClientCore Site Map

V2.0

o
£
Q

s]

b1
c

o

o

Settings
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2.3) Customer Portal

A great add-on feature for Merchants and Service Providers, the Customer Portal allows their Customers to view
and action Quotes, and view and print Invoices and Receipts. An important feature here is the ability to tokenize
Credit Cards allowing for seamless payment of eCommerce transactions and removing the requirement for PCI
compliance if utilized correctly. Key features include:

e View Completed Transactions by date range

e View Receipts and Invoice from merchants by date range
e View My Personal Profile

e  Control updates of My Profile with Merchants

e View Detailed Quotes from Merchants

o Accept Quote or Refuse a Quote with Comments

e Dashboard for recent Quotes and Invoices to be paid

e  Credit Card Tokenization
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3) Server, Web Services Payment Application Framework Overview

The following diagram’s outlines the customer, elnvoice frameworks for managing payments and
transaction details for mobile and web portals. PINs desktop or smartphone applications sends payment
information securely to supported payment device.

3.1) Payment Application Framework

The following diagram outlines the architecture for the PIN Payment application for the user that would
reside on a smartphone (Android or 10S “iPhone and iPad”), Windows PC or as a Windows service.

Call base functions, Object C# Payment LIB
Get Invoice, Get Quotes (Specific to PED Model,
User certified to payment
Interface Call base functions, processor)
Application Core Host Download, Initialize || iPhone & iPad
ion: | dapter, EMV, CA k : Devi
shared f.unctlon. adap Zz)wnload ey Al PED Point of Sale s e‘::li:‘iec
e Login Functions, supported to p:PI
* Manage Call base functions, " POS APL. Resides
Customers Communications, Wifi Certified to Processor on POS ’
¢ ICrea.te Bluetooth Java Payment LIB device
nvoice, || i ED
| Call back, (Spec_lf!c to PED Model,
. nventory . . certified to payment
— Exception and error handling
e Other processor)
business Android and Windows
functions Call base functions, All PED Point of Sale
API to 3™ Party Receipts, Transaction History Functions, supported to
Applications POS API.
\_ Certified to Processor )
NV g .
I:' A PIN Terminal Management (Web Service, SMS Gateway for
PIN Applications — Y
O o SOAP and Portals) Notification Management
External Applications (Clickatell)
Semi Integrated Solution Bank Host
. _I Visa, MasterCard and
__Integrated Solution PIN Payment EMV Payment Gateway Interac

3.2) Semi-Integrated Solution vs Integrated Solution

PIN provides flexibility for Merchants or Channel Partners by providing a modular/component-based
product suite. For example, a small business may choose to utilize all components — Quotes, Invoices, and
Payment Processing along with the 10S/Android Mobile Applications, the Merchant Portal, and the
Customer Portal resulting in a completely integrated solution. However, a larger business with a pre-existing
order management system and/or 3" party payment processing services may choose to use only the Mobile
components and/or the Merchant and Customer Portals. In other instances PIN may deliver a completely
closed loop system which may be used for customer management, loyalty program, or gift card
management.

Whatever the requirement, the PIN suite of products can quickly and easily adapt to meet the needs.
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3.3) Server and Application Framework

PIN Payment Solutions has developed a number of applications that are supported through Web Services

layer in what we call the PIN Cloud. The Web Services can be used to support new applications that are

written using a Microsoft Frameworks as well as other platforms. The following diagram outlines the

message flows and connections to PIN Payment and merchant Enterprise Reporting Platform (ERP) POS

systems to access inventory and send completed carts for payment with merchants.
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PIN Mobile and Portal Business Application’s.
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3.4) Component Descriptions

PIN Payment’s hosted solution leverages Microsoft Azure Cloud Services using MS .NET and C#. The Azure
environment provides burstable, expandable, and guaranteed on-demand access to system resources —
scaling up automatically and ensuring System Availability performance of 99.98% or higher.

As an alternative, the solution can be deployed on a Microsoft stack using MS Server 2012, MSSQL Server
2012 and .NET Framework 4.5 as a 3 tier Architecture Model. Utilizing a widely available, supported, and
consistent Microsoft framework, assures that PIN Payments will ahead of the ever changing Payments
landscape while ensuring new features and functions are quickly and seamlessly introduced to the core
product.
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3.5) Infrastructure Model

This section provides an overview of the required support Architecture and underlying Technology that help
make PIN “the recommend solution”. We identify the various requirements, components and technical
concepts included in the solution integration.
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Mobile and Web systems authenticate to Pin Terminal Management System for communication of payment to PIN
Payment Gateway. A Session Token is provided by PIN Terminal Management System to access PIN Payment
gateway through a shared key that is between the two systems.
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4) Tokenization

PIN securely handles credit card tokenization requests originating from the Customer Portal. Requests are processed
within our PCl-compliant environment hosted at Radiant Data Centre and meets the PCl tokenization guidelines as
well as VISA Tokenization Best Practices.
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5) Network Operations

Pin provides a fully equipped 24x7x365 Network Operations Centre and engages in real-time Monitoring utilizing
Microsoft’s System Centre Operations Manager (SCOM). From the SCOM Dashboard, Operations staff have the tools
necessary to quickly detect and action Alerts in both our Azure and Radiant environments. This includes Application,
Hardware, and Operating System components. When necessary our Incident Management process is engaged and
Remediation is managed to the client-specific Service Level Agreement (SLA). Monthly reports are generated and
available for review.

In addition to Monitoring, Alerting, and Incident Management, the NOC engages in regular Server Patch
Management utilizing Microsoft’s System Centre Configuration Manager (SCCM). A monthly patch compliance
report is produced and available for review.
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6) Licensing Options

The entire suite of PIN Software is available for use either on a licensed purchase basis or as a fully managed service.

6.1) Software License Purchase

PIN will license the PINCore Management Portal, Merchant Portal, Customer Portal and Mobile applications for
Android and 10S for use by client at a fixed fee + annual software maintenance which includes 3™ level support and
applicable upgrades. PIN provides training of client staff in the use of the Portals and provides relevant
documentation. Customization of applications can be billed at a standard daily rate or negotiated based on the scope
and complexity of the work.

6.2) Software License Purchase + Managed Service

PIN will license and operate the PINCore Management Portal, Merchant Portal, and Customer Portal on behalf of
customer and provide 2" and 3™ level support for the Mobile applications. Fees will be negotiated based on client
requirements —i.e.: whether components will reside within the existing PIN Cloud or within a separate environment.
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